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Bankers

The cannabis industry is booming, but for those in banking, it presents unique challenges. As more states
legalize marijuanafor medical and recreational use, financia institutions, including credit unions and
regiona banks, are cautiously stepping in to provide services to cannabis-related businesses (CRBS).
However, thisinvolvement is far from straightforward, primarily due to the regulatory risks and compliance
obligations that come with serving an industry that is federaly illegal in the United States.

For cannabis bankers, understanding compliance and risk management is critical to not only avoiding legal
penalties but also to safely navigate the complex landscape of cannabis banking. This article provides
essential insights into the compliance requirements and risk factors that bankers must consider when
engaging with cannabis clients.

The Legal Conflict: Federal vs. State Law

One of the biggest hurdles for cannabis bankers is the conflicting legal status of cannabis at the state and
federal levels. While numerous states have legalized cannabis in some form, it remains a Schedule |
controlled substance under the federal Controlled Substances Act (CSA). This classification creates a
significant barrier for financial institutions, as engaging with CRBs could technically violate federal law.

Thislega grey areaisfurther complicated by federal agencies like the U.S. Department of Justice (DOJ),
which retains the authority to enforce federal law, even in states where cannabisislegal. The result is that
banks and credit unions must navigate a patchwork of laws and guidelines that vary from state to state, while
also remaining compliant with federal regulations to avoid prosecution.

FinCEN Guidance and Compliance Requirements

In 2014, the Financial Crimes Enforcement Network (FinCEN) issued guidelines to help financial institutions
manage the risks associated with cannabis banking. While these guidelines provide some clarity, they also
impose stringent compliance requirements on banks.

According to FinCEN'’ s guidance, financia institutions that serve CRBs must file Suspicious Activity
Reports (SARS) for any cannabis-related transaction. Thisinvolves classifying SARs into different categories
based on the risk level of the business—ranging from “Marijuana Limited” (low risk) to “Marijuana Priority”
(highrisk). Additionally, institutions are required to regularly monitor CRBs to ensure they are complying
with state regulations.

Suspicious Activity Reports (SARS)

One of the most |abor-intensive aspects of cannabis banking is the volume of SARs that must be filed. Unlike
other industries, where SARs are filed only when unusual activity is detected, cannabis banking requires



SARsto befiled for nearly all transactions. Thisis because, under federal law, any engagement with a
cannabis businessistechnically “suspicious.”

For financia institutions, this creates a substantial administrative burden. Not only must they file SARs
regularly, but they also need to classify each one based on the nature of the transaction and the risk level of
the CRB involved.

Know Your Customer (KYC) and Customer Due Diligence (CDD)

A robust Know Y our Customer (KY C) process is essential for cannabis bankers. KY C involves verifying the
identity of CRB owners, understanding their business operations, and ensuring they comply with state laws.
In the cannabis industry, this goes beyond simply collecting identification documents. Cannabis bankers must
ensure that their customers are operating within the legal framework of the state they are based in, including
maintai ning up-to-date business licenses, paying appropriate taxes, and adhering to health and safety
regulations.

Customer Due Diligence (CDD) is another key component of compliance. This involves ongoing monitoring
of CRBsto ensure they remain compliant with state laws and do not engage in any suspicious or illegal
activities. Given the rapidly changing nature of cannabis regulations, regular audits and updates to customer
information are crucial.

Anti-Money Laundering (AML) and the Bank Secrecy Act (BSA)

Cannabis banking is inherently high-risk from an Anti-Money Laundering (AML) perspective. The cannabis
industry remains predominantly cash-based due to restrictions on credit card processing and the reluctance of
major financial institutions to engage with the sector. This high volume of cash transactions raises red flags
for money laundering, requiring banks to implement robust AML procedures.

The Bank Secrecy Act (BSA) mandates that financial institutions develop and maintain AML programs that
include recordkeeping and reporting to detect and prevent money laundering. For cannabis bankers, this
means implementing advanced transaction monitoring systems that can flag suspicious cash deposits, wire
transfers, or other transactions that may indicate illegal activity.

Transaction Monitoring and Red Flags

One of the challenges for cannabis bankers is distinguishing between legitimate large cash transactions and
potentially illicit activity. Some red flags that bankers should look out for include:

Unexplained lar ge cash deposits. While cannabis businesses often deal in cash, deposits that far exceed
typical sales figures could indicate money laundering.

Unusual or inconsistent transactions: If a cannabis business suddenly changes its deposit or transaction
patterns, this could signal an issue.

Third-party transfers. Transactions between CRBs and unrelated third parties may be an attempt to obscure
the true source of funds.

I mplementing automated transaction monitoring software can help financial institutions identify these red
flags early, reducing their risk of becoming involved in money laundering or other illegal activities.

TheRole of Technology in Cannabis Banking Compliance



With the growing regulatory complexities of cannabis banking, technology is playing an increasingly
important role in compliance. Many financial institutions are turning to fintech solutions to streamline
compliance processes and reduce the risk of errors.

Compliance Software

Compliance software can automate many of the tedious tasks associated with cannabis banking, such as
filing SARs, conducting customer due diligence, and monitoring transactions. These systems use artificial
intelligence (Al) and machine learning to analyze transaction patterns, flag suspicious activity, and ensure
that financial institutions meet all regulatory requirements.

Blockchain for Transparency

Some banks are exploring blockchain technology to increase transparency in cannabis banking. Blockchain
provides a secure, immutable ledger that records every transaction. This transparency can help financia
ingtitutions track the flow of funds within the cannabis industry, making it easier to verify the legitimacy of
CRBs and reduce the risk of fraud or money laundering.

Risk Management Strategies for Cannabis Bankers

Risk management is an essential component of cannabis banking, as the industry presents unique legal,
financial, and reputational risks. Financia institutions must implement comprehensive risk management
strategies to minimize exposure.

Legal Risk

One of the biggest risks for cannabis bankersis legal exposure due to the conflicting federal and state laws
surrounding cannabis. Financial institutions should work closely with legal counsel to ensure they are
operating within the bounds of both federal and state law.

Documenting al compliance effortsis also critical. By maintaining detailed records of SARS, customer due
diligence, and other compliance activities, financia institutions can demonstrate their efforts to operate
legally and mitigate the risk of prosecution.

Reputational Risk

Serving the cannabis industry can also pose reputational risks, particularly for community banks and credit
unions. While cannabis is becoming more widely accepted, some customers and stakeholders may still have
concerns about associating with an industry that remains federally illegal.

Financial institutions should be transparent about their cannabis banking policies and ensure that they
communicate the steps they are taking to comply with federal and state regulations. This can help mitigate
reputational damage and build trust with customers and the community.

Cannabis banking is a complex and evolving field that requires financial institutions to adopt rigorous
compliance and risk management strategies. By staying up to date with FinCEN guidance, implementing
advanced AML and KY C procedures, and leveraging technology to streamline compliance, cannabis bankers
can safely and effectively serve the growing cannabis industry.

For financial institutions considering entering this space, the key to successliesin balancing the
opportunities presented by the cannabis industry with the legal and regulatory risks. With the right approach,



cannabis banking can offer lucrative opportunities while maintaining a high standard of compliance and risk
management.
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